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 As the basic completion of the fundamental network platform construction in the 
Procuratorial organs, information has a great role in enhancing the judicial level and 
strengthening the legal supervision ability. However, things are often accompanied with 
the conflicts, information system exposes more and more loopholes, information 
security problem become more and more serious. Procuratorial organs are the legal 
supervision organs of the state, it’s daily work involves state secrets and Procuratorial 
secrets, again produces new state and Procuratorial secrets. Therefore, the construction 
of  Procuratorial information security assurance system is particularly urgent, the 
construction of a reliable Procuratorial system information security assurance system is 
also becoming more and more important.  
This dissertation focuses on the continuous development of information technology 
in Procuratorial work, and around the urgent requires of the security assurance system, 
introduces the present development situation of information security in domestic and 
foreign, after that, it analyzes the problems and needs of the Procuratorial information 
system security, then it discusses a few basic types of threat to information security and 
the commonly used technology to deal with these threats, such as the ACL technology, 
firewall, intrusion prevention technology, PKI technology, and decryption principle of 
RSA algorithm and so on.  
On the basis of serious analysis of confidentiality requirements, professional 
requirements and non-functional requirements of Procuratorial information security 
system, the dissertation comprehensively design the system’s framework around the  
needs of Procuratorial Intranet, government intranet and external network, the 
framework covers all kinds of levels include the physical environmental security, 
network security, system security, application security and security management. Due to 
the Procuratorial intranet security is more important in the Procuratorial work, so this 
dissertation try to set up the national united special identity certificate management 
module, design and deploy the CA, RA, and the CRL of  the certificate management 
module respectively, and made the identity certificate of the Procuratorial module 
through the RSA algorithm. In addition, this dissertation try to establish a set of strict 
Procuratorial security management mechanism system, to explicit safety manager and 
safety management system, so as to guarantee Procuratorial information security system.  
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security system in the future and the prospect of the Procuratorial information 
system construction. 
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